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DETAILED ACTION 
Continued Examination Under 37 CFR 1.114 

1 . A request for continued examination under 37 CFR 1.114, including the fee set forth in 
37 CFR 1.17(e), was filed in this application after final rejection. Since this application is 
eligible for continued examination under 37 CFR 1.114, and the fee set forth in 37 CFR 1.17(e) 
has been timely paid, the finality of the previous Office action has been withdrawn pursuant to 
37 CFR 1.1 14. Applicant's submission filed on 01/08/2007 has been entered. 

Claim Rejections - 35 USC § 112 

2. The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly claiming the 
subject matter which the applicant regards as his invention. 

3. Claim 1 is. rejected under 35 U.S.C. 1 12, second paragraph, as being indefinite in that it 
fails to point out what is included or excluded by the claim language. This claim is an omnibus 
type claim. The word "substantially", in lines 3, 5, 7, 10 and 1 1, is indefinite in that it fails to 
point out what is included or excluded by the claim language. 

4. Claims 24, 25, 26, 74, and 75 are rejected under 35 U.S.C. 1 12, second paragraph, as 
being indefinite in that it fails to point out what is included or excluded by the claim language. 
This claim is an omnibus type claim. 

5. Claim 42 is rejected unSer 35 U.S.C. 1 12, second paragraph, as being indefinite in that it 
fails to point out what is included or excluded by the claim language. This claim is an omnibus 
type claim. The word "substantially", in lines 3, 6, and 8, is indefinite in that it fails to point out 
what is included or excluded by the claim language. 
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6. Claim 73 is rejected under 35 U.S.C. 1 12, second paragraph, as being indefinite .in that it 
fails to point out what is included or excluded by the claim language. This claim is an omnibus 
type claim. The word "substantially", in lines 2, 5, 7, 9 and 10, is indefinite in that it fails to point 
out what is included or excluded by the claim language. 

7. Claim 6 is rejected under 35 U.S.C. 1 12, second paragraph, as being indefinite in that it 
fails to point out what is included or excluded by the claim language. This claim is an omnibus 
type claim. The word "substantially", in lines 3, 6, and 8, is indefinite in that it fails to point out 
what is included or excluded by the claim language. 

" Claim Rejections - 35 USC §101 

8. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of matter, or 
any new and useful improvement thereof, may obtain a patent therefor, subject to the conditions and 
requirements of this title. 

9. Claim 76 is rejected under 35 U.S.C. 101 because the claimed invention is directed to 
non-statutory subject matter. It is not practical application and/or no result of ^^accessing 
material" as it is introduced in the preamble of the claim. 

Claim Rejections - 35 USC § 103 

10. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 
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11. Claims 1-11, 24-26, 37-56, and 72-76 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Kori (Patent No.: US 2001/0053979 Al) in view of Kataoka et al. USPN 
5,857,021. 

Regarding claims 1 and 73, Kori discloses an apparatus for accessing material, comprising:* 

a secure registry encrypted with a registry key (0034, fig. 3 A and fig. 1 1) that was 
generated by using an identification of an access authorized entity (0056; kc is created using 
user *s password identifier), and storing another key usefiil for decrypting material (fig. 1 1 ; 
stored encrypting key); and 

decrypt said secure registry using a registry key for retrieval of said another key (0082). 
Kori fails to disclose generating a registry key by using users password identifier but not 
disclose generating a registry key by using a substantially unique manufacturer assigned 
identification of host (hardware device connectable to the apparatus) and a control module 
configured to read a memory stored substantially unique manufacturer assigned identification of 
the apparatus (hardware device cormectable to the apparatus), regenerate said registry key by 
using the memory stored substantially unique manufacturer assigned identification and decrypt 
using said regenerated registry Tcey and the substantially unique manufacturer assigned 
identification and the memory stored substantially unique manufacturer assigned identification 
are the same. 

However Kataoka et al. teaches a data encoding unit comprising a first key generating 
means that generates a key by using a medium ID that is an identifier uniquely assigned by the 
manufacturer to each medium (see col. 4 lines 29-30) and by using unit ID that is an identifier 
uniquely assigned to the computer (see col. 7 lines 9-12), and a first encrypting means and a 
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second encrypting means to encrypt encryption key and data respectively (see col. 6 lines 57-col. 
7 lines 26), data/content is encrypted using data encryption key/permission data, and data 
encryption key and/or permission data is also encrypted using another key/private key, Kataoka 
et al. also discloses a data decoding unit comprising a second key generating means that 
regenerates another key/private key by using same medium ID and same unit ID to decrypt 
permission key/data encryption key that decrypts the data/content (see col. 7 lines 27-40 and fig. 

Therefore it would have been obvious to one having ordinary skill in the art at the time of 
the invention was made to modify the teachings of Kataoka et al. with in the system of Kori 
because they are analogous in data encryption and data security. One would have been motivated 
to incorporate the teachings of Kataoka et al. within the system of Kori because it would secure 
the data protection system by regenerating a key from the same seed identifier and/or if the key 
is regenerated from unknown seed identifier the system would not allow a decryption access to 
the data and further enhance daja/copy protection security. 

As per claim 76, Kori teaches a method for accessing material, comprising: 

receiving (0082) a secure registry that has been encrypted with a registry key (0034, fig. 

3 A and fig. 1 1) that was generated by using identification of an access authorized entity (0056; 

kc is created using user 's password identifier)', 

storing the received seciuity registry in a memory of the host (0090); and 
decrypting said secure registry with a registry key (0082); 
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Kori fails to disclose reading a memory stored substantially unique manufacturer 
assigned identification of a hardware device connected to the host; and regenerating said registry 
key using the memory stored substantially unique manufacturer assigned identification; and 
decrypting the secure registry key using regenerated registry key from unique substantial 
manufacturer assigned identification. 

However Kataoka et al. teaches a data encoding unit comprising a first key generating 
means that generates a key by using a medium ID that is an identifier uniquely assigned by the 
manufacturer to each medium (see col. 4 lines 29-30) and by using unit ID that is an identifier 
uniquely assigned to the computer (see col. 7 lines 9-12), and a first encrypting means and a 
second encrypting means to encrypt encryption key and data respectively (see col. 6 lines 57-col. 
7 lines 26), data/content is encrypted using data encryption key/permission data, and data 
encryption key and/or permission data is also encrypted using another key/private key, Kataoka 
et al. also discloses a data decoding unit comprising a second key generating means that 
regenerates another key/private key by using same medium ID and same unit ID to decrypt 
permission key/data encryption key that decrypts the data/content (see col. 7 lines 27-40 and fig. 
9). 

Therefore it would have been obvious to one having ordinary skill in the art at the time of 
the invention was made to modify the teachings of Kataoka et al. with in the system of Kori 
because they are analogous in data encryption and data security. One would have been motivated 
to incorporate the teachings of Kataoka et al. within the system of Kori because it would secure 
the data protection system by regenerating a key from the same seed identifier and/or if the key 
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is regenerated from unknown seed identifier the system would not allow a decryption access to 
the data and further enhance data/copy protection security. 

Regarding claim 42, it has similar limitations as claim 76 therefore it is been rejected based on 
the same rational as claim 76 above. In addition, both Kori and Kataoka et al. disclose the 
additional limitation wherein 

retrieving another key from said decrypted secure registry (Kori 0082-0083; Kataoka et 
al. col. 6 lines 57-col. 7 lines 26); and 

decrypting encrypted niaterial using said another key to access said material (Kori Fig. 
13, and 0082; Kataoka et al. col. 7 lines 27-40). 

As per claims 2, 7, and 43, Kori further teaches the apparatus, wherein said control module 
receives said material as streaming media, and is further configured to decrypt said material 
using said another key (Kori page 2 par. 0028, page 5 par. 0082, and par. [0086-0088]). 

As per claims 3, 8, 44, and 51 Kori further teaches the apparatus, wherein said streaming 
media/file is in MPEG-4 format encrypted with at least one content key, and said control module 
receives said at least one content key encrypted with said another key (0033). 

As per claims 4, 9, 46, and 53, Kori further teaches the apparatus, wherein said another key 
comprises at least one license key corresponding to a license to use said material (Kori fig. 1 1 , 
0034, 0082; encrypting key). 
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As per claims 5, 10, 47, and 54 Kori teaches the apparatus, wherein said streaming media/file is 
in MPEG-4 format encrypted with at least one content key, and said control module receives said 
at least one content key encrypted with a public key of said apparatus (Kori page 5 par. 0081). 

As per claims 6 and 11, Kori further teaches the apparatus, wherein said another key comprises a 
private key of said apparatus (Kori page 5 par. [0080-0081]). 

As per claim 24, Kataoka et aL teaches the apparatus, wherein said identification of said current 
entity is a computer identification (coL 6 lines 57-col. 7 lines 40 and fig. 9). 

As per claim 25, Kori and Kataoka et al. teach all the subject matter as described above. In 
addition, Kataoka et al. teaches the apparatus, wherein said identification of said current entity is 
a network interface card identification (the Examiner takes an official notice on wherein said ID 
of the current entity is a network interface card (NIC) ID because it would be obvious to one 
ordinary skill in the art at the time of the invention was made to employ the system of computer 
identification seed with network interface card identification in order to use network' interface 
card ID unique seed because identifier is just a binary seed and would identify and work for 
NIC). 

As per claim 26, Kataoka et al. further teaches the apparatus, wherein said identification of said 
current entity is a hard disk drive identification (col. 8 lines 30-col. 1 1 lines 7). 
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As per claim 37, Kori further teaches the apparatus, wherein said control module comprises a 
processor and a control program running on said processor (Kori fig. 8 No, 1 1). 

As per claim 38, Kori further teaches the apparatus, wherein said control module includes logic 
circuitry (0066). 

As per claim 39, Kori further teaches the apparatus, wherein said control module is license- 
enabled to a unique identification of said apparatus (0060-0061). 

As per claim 40, Kori further teaches the apparatus, wherein said secure registry further stores 
information related to said material (Kori fig. 11; audio/video data). 

As per claim 41, Kori teaches the apparatus, wherein said information related to said material 
includes usage rights included in a license for said material (Kori fig. 3 A, and page 2 par. 0034, 
and fig. 11). 

As per claim 45, Kori teaches the method, wherein said decrypting encrypted material using said 
another key to access said material, comprises: 

decrypting said at least one content key with said another key (Kori page 5 par. 0082); 

and 
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decrypting said encrypted material with said at least one content key to access said 
material (Kori page 5 par. 0082). 

As per claims 48, and 55, Kori'teaches the method, wherein said another key comprises a private 

key of said recipient of said material (Kori page 5 par. 0081-0082). 

« 

As per claims 49 and 56, Kori teaches the method, wherein said decrypting encrypted material 
using said another key to access said material, comprises: 

decrypting said at least one content key with said private key (Kori page 5 par. 0081- 
0082); and 

decrypting said encrypted material with said at least one content key to access said 
material (Kori page 5 par. 008N0082). 

As per claim 50, Kori teaches the method, further comprising receiving said encrypted material 
as a file (Kori page 5 par. 0086-0088). 

As per claim 52, Kori teaches the method, wherein said decrypting encrypted material using said 
another key to access said material, comprises: 

decrypting said at least one content key with said another key (Kori page 5 par. 0081- 
0082); and 

decrypting said encrypted material with said at least one content key to access said 
material (Kori page 5 par. 0081-0082). 
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As per claim 72, Kori teaches the method, further comprising after said decrypted encrypted 
material using said another key to access said material: 

using said material according to a license stored in said secure registry along with said 
another key (Kori page 5 par. 0081-0082). 

Regarding claim 74, Kori and Kataoka disclose all the subject matter as described above. 
Regarding claim 74 Examiner takes an official notice wherein said substantially unique because 
Kori discloses generating/regenerating key from user identifier, and Kataoka discloses 
generating/regenerating key firom uniquely assigned device identifier and it would be obvious to 
one ordinary skill in the art at the time of the invention was made to employ the system of 
generating/regenerating key from uniquely assigned device identifier with smart card 
identification in order to use smart card's unique seed because identifier is just a binary seed and 
would identify and work for smart card manufacturer assigned identification of said hardware 
device is smartcard identification (see Chasko et al. claim 20 for key generation from smart card 
serial number seed). 

Regarding claim 75, Kataoka discloses the apparatus wherein said substantially unique 
manufacturer assigned identification of said hardware device is a content storage unit 
identification (see fig. 8 element 101 and 121), 

Regarding claim 77, Both Kori and Kataoka disclose the apparatus comprising: 



Application/Control Number: 10/036,128 Page 12 

Art Unit: 2136 

retrieving another key from said decrypted secure registry (Kori 0082-0083; Kataoka et 
al. col. 6 lines 57-col. 7 lines 26); and 

decrypting encrypted material using said another key to access said material (Kori Fig. 
13, and 0082; Kataoka et al. col. 7 lines 27-40). 

Conclusion 

12. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Eleni A. Shiferaw whose telephone number is 571-272-3867. 
The examiner can normally be reached on Mon-Fri 8:00am-5:00pm, 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser R. Moazzami can be reached on (571) 272-4195. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retriqyal (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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